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COURSE PLAN (2025 – 2026 EVEN Semesters)
	Name of the Faculty
	[bookmark: _GoBack]

	Designation/Department
	AP/CSE

	Course Code/Name
	U23CST64 /Information Security

	Year/Section/Department
	III /CSE

	Credits Details
	L: 3
	T: 0
	P: 0
	C:3

	Total Contact Hours Required
	45



Syllabus:
	UNIT I - INTRODUCTION
	No. of Periods: 9

	History, What is Information Security, Critical Characteristics of Information, NSTISSC Security Model, Components of an Information System, Securing the Components, Balancing Security and Access, The SDLC, The Security SDLC


	UNIT II - SECURITY INVESTIGATION
	No. of Periods: 9

	Need for Security, Business Needs, Threats, Attacks, Legal, Ethical and Professional Issues - An Overview of Computer Security - Access Control Matrix, Policy-Security policies, Confidentiality policies, Integrity policies and Hybrid policies

	UNIT III - SECURITY ANALYSIS
	No. of Periods: 9

	Risk Management: Identifying and Assessing Risk, Assessing and Controlling Risk - Systems: Access Control Mechanisms, Information Flow and Confinement Problem


	UNIT IV - LOGICAL DESIGN
	No. of Periods: 9

	Blueprint for Security, Information Security Policy, Standards and Practices, ISO 17799/BS 7799, NIST Models, VISA International Security Model, Design of Security Architecture, Planning for Continuity


	UNIT V - PHYSICAL DESIGN
	No. of Periods: 9

	Security Technology, IDS, Scanning and Analysis Tools, Cryptography, Access Control Devices, Physical Security, Security and Personnel.                                                                                                               


TOTAL: 45 PERIODS


Objectives:
		1. To understand the basics of Information Security 

	2. To know the legal, ethical and professional issues in Information Security 

	3. To know the aspects of risk management

	4. To become aware of various standards in this area 

	5. To know the technological aspects of Information Security 






Text Book:
	T1: Michael E Whitman and Herbert J Mattord, “Principles of Information Security”, Vikas Publishing House, New Delhi, fourth edition 
T2: Evan Wheeler, “Security Risk Management: Building an Information Security Risk Management  Program from the Ground Up”, First edition, Syngress Publishing, 2011



Reference Book:
		R1: Micki Krause, Harold F. Tipton, “ Handbook of Information Security Management”, Vol 1-3    
       CRCPress LLC, 2004

	R2: Stuart McClure, Joel Scrambray, George Kurtz, “Hacking Exposed”, Tata Mc GrawHill, 2003

	R3: Matt Bishop, “ComputerSecurity Art and Science”, Pearson/PHI, 2002.






Website:
	W1: https://www.brainkart.com/article/NSTISSC-Security-Model_7917/
W2: https://www.geeksforgeeks.org/software-engineering/software-development-life-cycle-sdlc/
W3: https://www.ibm.com/think/topics/information-security
W4: https://www.geeksforgeeks.org/computer-networks/what-is-information-security/



Online Mode of Study:
	W1: https://onlinecourses.nptel.ac.in/noc24_cs31/preview
W2: https://www.coursera.org/courses?query=database%20management
W3: https://www.mygreatlearning.com/academy/learn-for-free/courses/introduction-to-information-security
W4: https://www.nist.gov/cyberframework
W5: https://www.paloaltonetworks.com/cyberpedia/what-is-an-intrusion-detection-system-ids



Course Plan:
	Topic Number
	Topic
	Reference Detail
	Page Number
	Mode of teaching
	Number of Periods Required
	Cumulative Period

	UNIT I - INTRODUCTION

	1
	Introduction, History
	T1
	5-9
	BB
	1
	1

	2
	Information Security
	T1
	11-15
	BB
	1
	2

	3
	Critical Characteristics of Information
	T1
	6-21
	BB
	1
	3

	4
	NSTISSC Security Model
	T1/W1
	22-29
	BB
	1
	4

	5
	Components of an Information System
	T1
	30-33
	BB
	1
	5

	6
	Securing the Components
	T1
	33-37
	BB
	1
	6

	7
	Balancing Security and Access
	T1
	38-42
	BB
	1
	7

	8
	The SDLC/W2
	T1
	42-48
	BB
	1
	
8

	9
	The Security SDLC
	T1
	49-56
	BB
	1
	9

	Outcome of Unit I: 
At the end of unit, Students should be able to
· Discuss the basics of information security

	UNIT II - SECURITY INVESTIGATION

	10
	Introduction
	T1
	72-78
	BB
	1
	10

	11
	Need for Security, Business Needs
	T1/W3
	80-84
	BB
	1
	11

	12
	Threats, Attacks, Legal, Ethical and Professional Issues
	T1
	85-89
	BB
	1
	12

	13
	Overview of Computer Security
	T1
	90-94
	BB
	1
	13

	14
	Access Control Matrix
	T1
	95-99
	BB
	1
	14

	15
	Policy-Security policies
	R1
	100-104
	BB
	1
	15

	16
	Confidentiality policies
	T1
	105-109
	PPT
	1
	16

	17
	Integrity policies
	T1
	110-113
	BB
	1
	17

	18
	Hybrid policies
	T1
	113-116
	BB
	1
	18

	Outcome of Unit II: 
At the end of unit, Students should be able to
· Illustrate the legal, ethical and professional issues in information security

	UNIT III - SECURITY ANALYSIS 

	19
	Introduction
	T1/W4
	125
	BB
	1
	19

	20
	Risk Management
	T1
	126-131
	BB
	1
	20

	21
	Identifying and Assessing Risk
	T1
	132-137
	BB
	1
	21

	22
	Assessing and Controlling Risk
	T1
	138-140
	BB
	1
	22

	23
	Systems Mechanism
	T1
	141-143
	BB
	1
	23

	24
	Security System Analysis
	T1
	145-149
	BB
	1
	24

	25
	Access Control Mechanisms
	T1
	151-159
	BB
	1
	25

	26
	Information Flow
	T1
	159-161
	BB
	1
	26

	27
	Confinement Problem
	T1
	162-163
	BB
	1
	27

	Outcome of Unit III: 
At the end of unit, Students should be able to
· Demonstrate the aspects of risk management.

	UNIT IV - LOGICAL DESIGN

	28
	Blueprint for Security
	T2
	11-15
	BB
	1
	28

	29
	Information Security Policy
	T2
	16-19
	BB
	1
	29

	30
	Standards and Practices
	T2
	20-23
	BB
	1
	30

	31
	ISO 17799/BS 7799
	T2
	25-31
	BB
	1
	31

	32
	NIST Models
	T2
	32-36
	BB
	1
	32

	33
	VISA International Security Model
	T2
	37-41
	BB
	1
	33

	34
	Design of Security Architecture
	T2
	42-46
	BB
	1
	34

	35
	Design of Security Architecture
	T2
	47-51
	BB
	1
	35

	36
	Planning for Continuity
	T2
	52-28
	BB
	1
	36

	Outcome of Unit IV: 
At the end of unit, Students should be able to
· Become aware of various standards in the Information Security System.

	UNIT V - PHYSICAL DESIGN

	37
	Introduction
	T2
	74-79
	BB
	1
	37

	38
	Security Physical Design
	T2
	79-81
	BB
	1
	38

	39
	Security Technology
	T2
	82-86
	BB
	1
	39

	40
	IDS
	T2
	87-91
	BB

	1
	40

	41
	Scanning and Analysis Tools
	T2
	92-105
	BB
	1
	41

	42
	Cryptography
	T2
	111-115
	BB
	1
	42

	43
	Access Control Devices
	T2
	120-124
	BB
	1
	43

	44
	Physical Security
	T2
	125-133
	BB
	1
	44

	45
	Security and Personnel.
	T2
	133-137
	BB
	1
	45

	Outcome of Unit V: 
At the end of unit, Students should be able to
· Design and implementation of Security Techniques. 
· Discuss the security analysis and tools  





Course Outcome:
	At the end of the course the students would be able to
	CO1:
	Discuss the basics of information security 

	CO2:
	Illustrate the legal, ethical and professional issues in information security 

	CO3:
	Demonstrate the aspects of risk management. 

	CO4:
	Become aware of various standards in the Information Security System 

	CO5:
	Design and implementation of Security Techniques

	CO6:
	Discuss the security analysis and tools  






Course Outcome Vs Program Outcome Mapping:
	CO
	PO1
	PO2
	PO3
	PO4
	PO5
	PO6
	PO7
	PO8
	PO9
	PO10
	PO11
	PO12
	PSO1
	PSO2

	CO 1
	2
	1
	-
	-
	-
	-
	-
	-
	-
	1
	-
	-
	2
	1

	CO 2
	3
	2
	1
	1
	1
	-
	-
	-
	-
	1
	-
	2
	2
	1

	CO 3
	2
	1
	-
	-
	-
	-
	-
	-
	-
	1
	-
	-
	2
	1

	CO 4
	2
	1
	-
	-
	-
	-
	-
	-
	-
	1
	-
	-
	2
	1

	CO 5
	2
	1
	-
	-
	-
	-
	-
	-
	-
	1
	1
	-
	2
	1

	CO 6
	2
	1
	-
	-
	1
	-
	-
	-
	2
	1
	1
	2
	2
	1

	AVG
	2
	1
	1
	1
	1
	-
	-
	-
	2
	1
	1
	2
	2
	1






Internal Evaluation Components:

	Webportal
	Assignment
	Components
	Topic Number with Topic / Unit Details
	Relevance to CO

	Webportal 1
	--
	Assessment – I (60)
	Unit I and II
	CO 1 & CO2

	
	1
	Assignment – Handwritten (20)
	1. Explain NSTISSC with neat diagram (Topic No: 4)
2. Explain SDLC with examples (Topic No: 8)
	CO1

	
	2
	Assignment – Poster Presentation /  PPT (20)
	1. Explain Threats, Attacks, Legal, Ethical and Professional Issues (Topic No: 12)
2. Explain security policies with an example  (Topic No: 15)
	CO2

	Webportal 2
	--
	Assessment – II (60)
	Unit III and IV
	CO3 & CO4

	
	3
	 Seminar (20)
	1. Explain Identifying and Assessing Risk Extend (Topic No: 21)
2. Explain Security System Analysis (Topic No: 24)
	CO3

	
	4
	Case Study Report (20)
	1. Explain ISO 17799/BS and NIST Models (Topic No: 31)
2. Explain Design of Security Architecture (Topic No: 35)
	CO4

	Webportal 3
	--
	Model Exam (75)
	Unit I to V
	CO1 to CO6

	
	5
	MCQ (15)
	Unit I to V
	CO1 to CO6

	
	-
	Course Attendance (10)
	--
	--



Submission Details:
	Phase 1(Before AT 1)
	Phase 2 (Before AT 2)
	Phase 3(Before Model Exam)

	Assignment 1
	Assignment 2
	Assignment 3

	
	
	




PLAN OF ASSESSMENT TEST –DISTRIBUTION OF MARKS:
	TEST
	CO- MARK WISE  DISTRIBUTION
	BLOOM’S LEVEL MARK WISE DISTRIBUTION

	AT-1
	CO1
	CO2
	CO3
	CO4
	CO5
	CO6
	BTL1
	BTL2
	BTL3
	BTL4
	BTL5
	BTL6

	
	37
	23
	-
	-
	-
	-
	
	
	
	
	
	

	AT-2
	CO1
	CO2
	CO3
	CO4
	CO5
	CO6
	BTL1
	BTL2
	BTL3
	BTL4
	BTL5
	BTL6

	
	-
	-
	37
	23
	-
	-
	
	
	
	
	
	

	MODEL
	CO1
	CO2
	CO3
	CO4
	CO5
	CO6
	BTL1
	BTL2
	BTL3
	BTL4
	BTL5
	BTL6

	
	20
	20
	20
	20
	10
	10
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